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NETFLIX

100 million customers

INn over 190 countries

streaming 125 million hrs/day



What is a Platform as a Service (Paas), Anyway?

“Platform as a service (PaaS)... allows customers to
develop, run, and manage applications without the
complexity of building and maintaining the
Infrastructure and platform...”

—Wikipedia



Our Use Case




NETFLIX ORIGINAL

MARVEL

2016 2 Seasons

Blinded as a young boy, Matt Murdock fights
Injustice by day as a lawyer and by night as
the Super Hero Daredevil in Hell's Kitchen,
New York City.

Charlie Cox, Deborah Ann Woll, Elden Henson
TV Shows, Crime TV Shows

BEEC | NETFLIX
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Owned by client teams
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Know Your Customer

D

PlayStation




(Goals

Reliability

Velocity




Our PaaS to Achieving Both

1. Standardized components
2. Preassembled platform

3. Automation and tooling
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What’s Inside a Microservice?

Metrics Loggin Tracin Dashboards Alerts Stream
91 J Processing

Common Runtime Services & Libraries

The cloud platform is the foundation and technology stack for the majority of the services within Netflix. The cloud

platform consists of cloud services, application libraries and application containers. Specifically, the platform provides
service discovery through Eureka, distributed configuration through / 1us, resilent and intelligent inter-process and
service communication through Ribbon. To provide reliability beyond single service calls, Hystrix is provided to isolate
latency and fault tolerance at runtime. The previous libraries and services can be used with any JVM based container.

The platform provides JVM container services through Ka and Gon r and support for non-JVM runtimes via the
. sidecar. While Prana provides proxy capabilities within an instance, . (which integrates Hystrix, Eureka, and
Ribbon as part of its IPC capabilities) provides dyamically scriptable proxying at the edge of the cloud deployment.

The platform works well within the EC2 cloud utilizing the Amazon autoscaler. For container applications and batch jobs
running on Apache Mesos, 0 i a scheduler that provides advanced scheduling and resource management for
cloud native frameworks. Fenzo provides plugin implementations for bin packing, cluster autoscaling, and custom
scheduling optimizations can be implemented through user-defined plugins.
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Apache Thrift ™
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Microservice Interactions

{ ES"[/}' uService
uService {
< ;2 Tp/2 T uService
Client —RESTH—| pService \
CRDC, uService

uService

tchannel

uService




Faillure: When not If
I_J_

I don't get to chill. Can I at least Netflix? Fix you're
sh!t!
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Netflix is down. I have to parent now. #UNFAIR
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w e L

. B

Netflix is down and I feel like my best friend died.
#becauseitdid
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Mean Time to Detection (MTTD)
Mean Time to Repair (MTTR)

“Is It fixed yet?”

— Managers everywhere



N Flavors of RPC
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One Standard RPC
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Benefits of Standardizing
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But I'm a Snowflake...
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Assembly Required

Discovery _
Runtime Configuration
Registration

Logging Dashboards



Getting Out of the Blocks

Docs
Copy/paste
Which versions?
Initialization
Configuration

Missing components

Days or weeks



Netflix Lets Viewers Pick the Plot

By JOHN KOBLIN JUNE 20, 2017

Product Innovation

Not a single line of business logic!



Assembly Required

 Discovery
Discovery
Configuration

RPC
Registration
Logging Dashboards
Stream
Processing



Preassembled Platform
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Out of the Box




Component Management






Insights




Application, system, and runtime metrics & logs




Consistent application, system, and runtime
metrics & logs
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Configures and Initializes Correctly

BOEING 747-400 NORMAL PROCEDURES CHECKLIST

POWER UP/SAFETY CHECK TRANSPONDER......coiii SET
First Officer Captain SOURCE SELECTORS.......cci L, SET
CLOCKS. ... e, SET
CIRCUITBREAKERS.................... .. CHECKED | CRT SELECTORS........c.oiiiine NORMAL
BATTERY ... e, ON | PED..coo CHECKED
STANDBY POWER.....cccooiiiiiiiii i, AUTO [ ND.. e CHECKED
HYDRAULIC DEMAND PUMPS.................... OFF | AUTOBRAKES......cco i, RTO
WINDSHIELD WIPERS..........oo i, OFF | EIU SELECTOR.....coiiiii e AUTO
ALTERNATE FLAPS AND GEAR................ OFF | HDG REFERENCE SWITCH................ NORMAL
GEAR LEVER.......ccooi . DOWN| FMC MASTER SELECTOR..................... LEFT
FLAPS. ..., CHECKED | GROUND PROX SYSTEM............... CHECKED
APU. .. .RUNNING
ELECTRICAL SYSTEM..........SET/APU AVAIL ON
APU BLEED AIR.....co e, ON BEFORE STARTING
ISOLATION VALVES..........oiii . OPEN First Officer Captain
PACKS. ... e NORMAL
HYDRAULIC DEMAND PUMPS.........................
............................................. AUTO, AUX (1 AND 4)
PREFLIGHT BRAKE PRESSURE...................oo.oL . NORMAL
First Officer Captain FUEL QUANTITY ..o, KG
FUEL SYSTEM.........ooii SET
EMERGENCY EQUIPMENT.............. CHECKED | X-FEEDS..................... OPEN (1 & 4 CLOSED)
FIRE PROTECTION..........ccceeeettl. CHECKED | SEAT BELTS SIGN......ccooiiiii e, ON
INTERRUPT SWITCHES..................LL. ON | NOTOC....cc e .CHECKED
PASSENGER OXYGEN....................... NORMAL | SHIPS PAPERS...........cccoiiii ON BOARD

STAB TRIM CUTOUT SWITCHES............. AUTO | PERFORMANCE DATA......... CHECKED AND SET



3 days ago

18 days ago

19 days ago

25 days ago

on May 25

v1.4.0 -
0~ 869e373

v1.4.0-prel
O~ 52bcda%

v1.3.9 -
-O- 28aeeb9

v1.3.7 -
O~ e680329

v1.3.6 -
O~ ef2c853

Versions

Zip
ZIp
zZip
zip

Zip

tar.gz

tar.gz

tar.gz

Updates

Compatibility



Important Questions



What’s in and out?




Maintenance vs Convenience

—fY FALCOR

Base Platform B Ev C a C h e




Solution: Layers & Flavors

Base platform
Data access

Rendering

Backend




How to Ensure Platform
Correctness?




lTest, lTest, Test

Unit
Integration I !

Functional
Every PR

Cloud




Dog Food with your own Service




Component Correctness
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Lock down Test Updates require
versions components PRs




How Locked Down is it?




Tradeoffs
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Season to Taste

Config overrides
Startup & shutdown hooks
Access to 3rd party libs

Swap, disable, or configure
components

Raw component access




Platform Versioning?




APl Semantic Versioning

1.2.3
£1.0.0
~1.3.0




o)

Use Conventional Changelog



3. Automation and Tooling



Ship a Feature

Netflix Lets Viewers Pick the Plot

By JOHN KOBLIN JUNE 20, 2017




A

Spinnaker

Deployment Operations

Development




Development







E CLI for common dev experience

GitHub 7iramazon

RECISTRY web services

Env bootstrap Integrate tooling & services Run local & cloud



Local Development
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Netflix Lets Viewers Pick the Plot

By JOHN KOBLIN JUNE 20, 2017




Testing

Preassembled Platform
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Preassembled Platform

Processing

Pre-Prod




Provide First Class Mocks

Preassembled Platform
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Mock Data Generation
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Platform lesting API

» Just like a runtime API, need a testing API
* Provide mocks interface for components

* (Gets platform out of the loop for providing mocks



- Coverage summary ================== ———— —
Statements : 95.68% ( 885/925 )

Branches + 78.48% ( 124/158 )
Functions : 905.86% ( 162/169 )
Lines : 95.68% ( 885/925 )




@x Deployment







Experience Differences




Deploy and Manage Services R

Pre-configured pipelines for deployment and rollback
Single command deploy to any stack
Integration for automated canary analysis

Pre-configured autoscaling
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Consolidated View

SKIPPER SERVICES APl  DOCUMENTATION ® SUPPORT

SERVICES > CHROMECAST

= . In
B stash ) Spinnaker _all Dashboard Q Alerts
DEPLOYMENTS PUBLICATIONS CANARY EXECUTIONS RECENT ACTIVITY
STACK PROD STAGING INT TEST
Version Constraint Image Version Region Instance Counts Created Traffic (e-2w) Dashboard Stream Logs Actions
3.0.0 us-east-1 Ta Qv 03— 2017-06-20 08:58:54 PDT ol = 0 m
A3.00 3.0.0 us-west-2 1« 0~ (0 2017-06-20 08:58:54 PDT ol = 0 L
3.0.0 eu-west-1 1«0~ 0% 2017-06-20 08:58:55 PDT ol = 0 i
1.0.32 us-east-1 30 0~ Os 2017-06-67 10:28:12 PDT il = 0 o
.00 1.0.32 us-west-2 30a Qv O+ 2017-06-87 11:09:15 PDT ol = 0 il
1.0.32 eu-west-1 30~ Qv 0% 2017-06-07 15:00:07 PDT il = 0 @

~ Up (Taking traffic) ~ Down ¥ Disabled/Out of Service
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Generated Dashboards & Alerts 8~

alert-do-not-reply = Jun 22

R e Joe] Average latency is more than 1s for nm s s moam in eu-west-1

25th Percentile Request Latency

ol : \ | 8888’ e T Prod eu-west-1 High_Latency Summary: Average latency is more than 1s for | pn
wel ,. 1, ,' it TR
m.*/ R PS*‘ . , .u ‘ alert-do-not-reply (4) = Jun 22
o ;' ll = X C P U High Process Starts for 1ms sesss ‘ssssess ssss in us-west-2
o W\M V‘ T s [SSSSSSs ""“-«.,‘+[q‘r~-'ff"*"""f . - ) 00 Prod us-west-2 High_Process_Starts Summary: High Process Starts for rod) ir
—— RERERRRRRINARITRIRE alert-do-not-reply @ Juniz

Average latency is more than 1s for s sess  ssssss ses n us-west-2

S0th Parcentile Raquest Latency

I i CPU Utilization Percentage U Processing Time
[ . | 1LJ‘3’ | A Prod us-west-2 High_Latency Summary: Average latency is more than 1s for DI
.| [N EEEN N RN NAEA RS f \ n -. WA alert-do-not-reply (4) @ Jun 22
o Late nﬁy Mag ||| P I High Process Starts "5 " "=l sy (® in us-east-1
Ay ™ ‘n’f ""_ e Prod us-east-1 High Process Starts Summary: High Process Starts for r rad) in
1600 2000 .\4'\31"‘ o:;oo 0o 1200 | | ‘ 600 000 Jun h o:;m 000 1300 A alert-do-not*eply (4) @ Jun 22

Average Latency

e —T———— High Process Starts for iss sssss “sssssss prod) in eu-west-1

o pratarees M W Prod su-west-1 High_Process_Starts Summary: High Process Starts for i 'prod) ir

1:]"‘I R ) ,l b . = em alert-do-not-reply (2) = Jun 22

.I ' i ‘l h“ 1 : "‘~|_ MJJ THE S - Disk Usage is over 80% for ii.. "™ "0 (prod) in us-east-1

lesssssase. :’1; i | CEEREE *:;L«AJJ;L:W = | = Prod us-east-1 High_Disk_Usage Summary: Disk Usage is over 80% for ruy_ s | | prod) i
m—— N S O WO alert-do-not-reply = Jun 22

. - Lk Disk Usage is over 80% for m wmm s (prod) in us-west-2

s Err r rat . oa— Prod us-west-2 High_Disk_Usage Summary: Disk Usage is over 80% for e (prod) i

| = i alert-do-not-reply (2) @ Jun2i

; “l A “of ol | Avallabllity dropped - Action Required

Prod us-west-2 PBO_Availability Summary: F vailability dropped - Action Required Check time



Automated Analytics & looling
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2yCompi.. L.
Comgile:* L.

IEnCemiiisiag  arvmamplean S
Handlar:Ssiza  3uiltin:Argaments..  Fardler ccnt..
LezyCemailzi*a..  _azylompile:~ fao.

CPU profiling

®C® 2" wurong — bakz3839-ofd€ -e’ab-sefz-3e62ddG7aals — ssk oy — £0x24
3¢c11e8d539 10134 3 <anonymous> (as jspb.Map.Entry_): key,
3cllee5721 2345 13 HTTPParser: 8, 1, 2, 3, 4, _headers,
3¢c11e12559 10699 3 Object: onReceiveMetadata,
3cl1le43471 18176 2 InterceptingListener: delegate,
3cl11e42d99 4225 9 Object: context, setupRuntimeApi,
3c1l1leBdBe? 19084 2 InterceptingCall: next_call, requester
3¢c11e9h599 3956 10 Logger: domain, _events, _eventsCount, ...
3cl11eBc859 13375 3 Object: server, content-type, ...
333a0f7¢c6011 2 23940 Array
3¢c11e34F99 51062 1 Array
3c11e682e9 2364 23 WritableState: objectMode,
9366386b51 2514 23 Array
3clle42ddl 4985 12 Url: protocol, slashes, auth, host,
3cl11e68581 13795 6 <anonymous> (as proto.google.protobuf.StringV
alue): ...
9366386d39 3240 27 ServerResponse: domain, _events, ...
3clledcf89 2976 38 IncomingMessage: _readableState, ...
3clle3deb? 49756 2 Object: name, time
3¢c11e85321 4815 21 Object: start, stop, getDebugInfo,
3c11eBd459 50789 2 Array
3¢c11e9c329 3104 45 Object: x-netflix.client.asg.name, ...
3c11e68209 6794 21 ReadableState: objectMode,
I 3clle2e3el 3738 98 Array
>

Core dump analysis



Our PaaS to Velocity & Reliability

1. Standardized components
2. Preassembled platform

3. Automation and tooling
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